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ABSTRACT 

Industry demand high reliability in their system especially in a hazardous working environment. This work proposed a computer-
based Fault Tolerant Control (FTC) system under simultaneous actuator and sensor faults of a flexible robot manipulator system 
under the event of loss effectiveness on more than one component can be a critical fault scenario in industrial system. This proposed 
method is simulated using a Matlab/Simulink software that interface with a data acquisition (DAQ) NI-PCI6221 board using an ISA 
bus data communication. In this approach, the FTC system has an adaptive feature where it able to accommodate the faults 
automatically using an adaptive proportional-integral-derivative (APID) controller. Unlike the conventional PID controller, all the 
proposed APID control parameters, namely, 𝐾!, 𝐾", and 𝐾# are adjusted online through online adaptation laws even under variation 
of fault scenarios. The proposed APID controller is shown to provide an accurate positioning control with faster response even 
under the variation of types of faults using the computer-based measurement in DAQ system and control systems that is designed 
based on the real-time Matlab/Simulink toolbox as compared to the conventional PID controller. 
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1. Introduction 
 

Industry usually involves large equipment and complex operation processes that operate by 
machines and humans. In such system, failures could result in very critical and unpredictable behavior 
of the industrial machines, thus leading to unsafe operations especially after operating for a long 
period. Therefore, it is important to design a system with high reliability that is able to adapt with a 
faulty condition while it continues to satisfy its goal. This type of system is called fault tolerant control 
(FTC) system. FTC system has been applied in many industrial applications such as nuclear power 
plant, wind turbines and robot manipulator system in industrial automation field [1-3].  

FTC is an active research field and has received considerable attention over the past several 
decades in achieving reliability and maintainability in technical systems [4]. In fact, there are a few 
works on FTC of a flexible manipulator under variation of fault scenarios can be found in Sakuishi et 
al., [5]. Methods in FTC can be classified into two groups, namely the passive approach and the active 
approach [6,7]. The passive approach utilizes robust control techniques to design fixed control 
parameters for maintaining the stability and performance of systems throughout normal or faulty 
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cases. In contrast to active fault tolerant control (AFTC), both fault parameters and the system state 
variables need to be estimated on- line in real- time in order to design the control parameters. 
However, only an AFTC against actuator and sensor failures of flexible robot manipulator system is 
considered in this paper. 

Almost every device faces with problems on fault in their system including flexible robot 
manipulator system. In flexible robot manipulator system, the failures could be from actuator, sensor 
or other components either from electrical or mechanical parts. These failures may lead to 
unsatisfied performances which results in an inaccurate hub angle position and big excitation on the 
vibration of the tip of the flexible arm. Due to these issues, there are several works that have been 
done regarding to the faults of flexible robot manipulator system. Most of the studies involved the 
misfunctioning of the measuring device for the deflection of the tip of the flexible robot manipulator 
that degrade the performance of the vibration of the beam. Izumikawa et al.,[8] developed a 
proportional-derivative (PD) switching controller as a solution to the normal and faulty condition of 
sensor fault of flexible manipulator system. The same author is then improved the previous work in 
year 2002 and introduced a reaction force observer for fault detection and compensation in order to 
get better fault detection and estimation [9]. In year 2006, Izumikawa improved the estimation delay 
by proposing a robust control using a loop shaping design procedure approach to get better fault 
compensation in the system. The studies on sensor fault of flexible robot continues with the studies 
of Tan et al.,[10] where this author developed a ‘virtual sensor’ based on linear observer that is 
optimize in linear matrix inequality toolbox. A Generalized Internal Model Control method has been 
designed in Yubai et al.,[11] that able to maintain the performance even in condition of total 
malfunction or disconnected.  

PID controller is one of the mostly used for a linear controller in industry that is still applicable 
until now. The popularity of the PID controller is mainly due to its structural simplicity and easily 
designed. The key for designing a PID controller is the determination of the controller gains in the 
PID controller. However, the PID controller usually needs some prior manual retuning to make a 
successful industrial application. Recently, the PID controller has been combined with different 
methods such as fuzzy logic, neural network and particle swarm optimization (PSO) [12-14]. However, 
some of these methods require heavy computational demand and it is an offline tuning which is not 
suitable for the real-time applications especially under a system with faulty conditions. This is due to 
constraint of the fixed-gain properties in the PID controller that make the controller failed to 
accommodate the faults in the event of faults.  

Motivated by the aforementioned issues, in this paper, a computer-based FTC system using 
Matlab/Simulink real-time toolbox that interface with DAQ NI-PCI6221 board is proposed to tackle 
the effects of actuator and sensor faults for flexible robot manipulator system in real-time. The 
proposed method is carried out using a computer with Intel Core i5-4200U CPU with 1.60 GHz that 
connected serially to DAQ board as ISA bus data communication. In this control approach, the control 
algorithm is designed to be adaptive using an adaptive proportional-integral-derivative (APID) control 
approach that derived in the sense of Lyapunov function to ensure the stability of the system in a 
closed-loop. This proposed control approach offers advantage where it can automatically online tune 
the PID controller gains by applying an adaptive law. Finally, to investigate the effectiveness of the 
developed APID controller, a comparison with the traditional PID controller. There will be three cases 
are conducted: a) fixed efficiency factor; b) fixed efficiency factor at time interval and c) intermittent 
fault at time interval. It is shown by the experimental results that the developed APID controller 
without requiring preliminary offline learning can achieve desired position and tracking control 
performance. 
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The structure of this paper is as follows. Section II briefly described the problem formulation for 
FTC under multiplicative actuator and sensor faults for flexible robot manipulator system and the 
controller design for the adaptive PID control design. Section III provides the design procedure for 
the proposed computer-based FTC system using APID control approach using Matlab/Simulink real-
time software and DAQ NI-PCI6221 system. Section IV presents the results, analysis and comparison 
method between PID controller and the proposed computer-based FTC system using APID controller. 
Finally, the paper is concluded in Section V. 
 
2. Problem Formulation 
2.1 Problem Formulation for Actuator and Sensor Faults 

 
Similar to other system, flexible robot manipulator also tends to has failures in the system. In this 

paper, the controller is designed to deal with the multiplicative (loss of effectiveness) actuator and 
sensor faults that occurred simultaneously in the system.  

The dynamic mathematical model of flexible robot manipulator system under actuator and 
sensor faults is described in an affine form that written as follows:  

 
𝑋̈(𝑡) = 	𝑓(𝑋, 𝑡) + 𝑔(𝑋)𝜂!𝑢(𝑡)  

 (1) 
𝑌(𝑡) = 	ℎ(𝑋, 𝑡)𝜂"		  

 
where 𝑓(𝑋, 𝑡),  𝑔(𝑋), 𝜂!, 𝜂", and 𝑢(𝑡) are the nonlinear dynamic function, nonlinear control function, 
actuator efficiency factor, sensor efficiency factor and control input respectively. This problem 
formulation can be described in a block diagram shown in Figure 1. Both actuator and sensor 
efficiency factors are defined as 0 ≤ 𝜂! =	𝜂" < 1 in the event of loss of actuator and sensor 
effectiveness and 𝜂! = 𝜂" = 1 when the actuator and sensor are fault free. 

 

 
                                          Fig. 1. Multiplicative fault as the basic fault models for SLFM system 

 
where 𝑥#$(𝑡), 𝑢(𝑡), 𝑢%(𝑡), 𝑌(𝑡) and 𝑥#(𝑡) are reference input, control signal, faulty control signal, 

output of a system and faulty output respectively. Figure 2 shows the location of faults in the flexible 
robot manipulator system which is the actuator and sensor (AS) faults. 
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                                                        Fig. 2. The location of faults in real hardware  
                                                        of flexible robot manipulator system 

 
2.2 Adaptive PID Control Algorithm 

 
The main target in this paper is to control the flexible robot manipulator system so that it tracks 

the hub angular according to the desired position or trajectory in the presence of actuator and sensor 
faults. However, the conventional PID controller is not able to maintain the performance under faulty 
condition due to the constraint of the fixed-controller gains. Therefore, in this paper, a new 
adaptation law for PID controller is designed in order to deal with the multiplicative (loss of 
effectiveness) actuator and sensor faults. To ensure the stability of the adaptive PID controller in a 
closed-loop system, a Lyapunov function is used in the controller design. From the Lyapunov 
theorem, a system is asymptotically stable if 𝑉̇ is negative definite. Hence, the adaptation law is 
designed as: 
 
𝛩8̇!" = −𝛽&#𝜂"𝑠(𝑡)𝑔#(𝑥)𝜉                                                                                                                               (2) 
 
3. Computer-Based Fault Tolerant Controller Design 

 
In this work, the dynamic model and controller design is verified with the real hardware using 

Matlab/Simulink software.  To synchronize the input and output signals from the hardware to a PC, 
the system is equipped with a precision interface circuit, NI PCI-6221 as a multifunctional data 
acquisition card.  

The flexible arm is moved by a direct current (DC) motor as an actuator for the system. In this 
study, the DC motor, RE 40 manufactured by Maxon motor is considered, where a 4-Q-DC servo-
amplifier type series analog DC servo-amplifier (ADS) is used to control voltages to the DC motors 
which determine speed and torque of the motors.  

In order to move the DC motor, the motor driver must firstly be enabled in the Matlab. The setting 
to enable the Maxon motor driver, it must suit with the connection in DAQ NI PCI-6221 from the real 
hardware. The block digital output is used in Matlab/Simulink as shown in Figure 3 because in this 
step only requires digital values to enable and disable the motor driver. The Maxon DC motor is 
moved according to the voltage supplied from the motor driver. This voltage values vary with 
maximum voltage of ±12V.  
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Fig. 3. The screenshot for Matlab Real-time Toolbox in Matlab/Simulink 

 
The real-time measurement process involves in this work is the position of the flexible robot 

manipulator system. To emphasize, the sensor that used for the measurement is an encoder that 
located at the shaft of DC motor.  This encoder is HEDL-5400 with 500 counts per turn.  A precision 
interface circuit consisting of PCIQUAD04 with 4 input channels has been constructed for 
measurement and interfacing with the real-time system.   

 
4. Results and Discussion 

 
The effectiveness of the proposed controller under simultaneous actuator and sensor faults 

based on the existing experimental setup in achieving accurate and fast response for hub angular 
position of flexible robot manipulator system was investigated. To assess the performance of the 
closed-loop system, a 2.0 radian set-point reference is considered. The proposed controller is 
assessed on three different types of fault signals: i) fixed; ii) fixed fault at time interval and iii) incipient 
fault as shown in Table 1. The performance for fault compensation of fault tolerant control under 
variation of fault conditions are compared between the proposed APID controller and the 
conventional PID controller. As the objective is to control the flexible robot manipulator to move to 
the targeted point with faster response, integral of the absolute of the error (IAE) function is used as 
a performance index. For the conventional PID controller, the controller gains were tuned using signal 
constraint toolbox in Matlab/Simulink. From the tuning, the optimal PID controller gain values are, 
𝑘' = 0.3;	𝑘( = 0.001;	𝑘$ = 0.1. 
 
 
 
 
 
 
 



Semarak Proceedings of Applied Sciences and Engineering Technology 
Volume 1, Issue 1 (2025) 76-83 

 

81 
 

Table 1 
Fault parameters on three types of faults 
Types of faults Fault parameter with time profile 
Fixed 𝜂! = 𝜂" = 0.3 
 
Fixed at time interval 

𝜂! = 𝜂" = & 0 𝑡 < 0.3𝑠
0.3 𝑡 > 0.3𝑠 

 
Incipient fault  𝜂! = 𝜂" = +

0 𝑡 < 0.3𝑠
#.%
&.%'

− 0.3 0.3𝑠 < 𝑡 < 4𝑠
0.7 𝑡 > 4𝑠

/ 

 
The performance of the proposed computer-based FTC controller under various fault conditions 

were measured using integral of the absolute error (IAE) function, which is defines as: 
 
𝐼𝐴𝐸 = ∫ E𝑥)*+,!- − 𝑥%!.-/E

0
1                                                                                                                           (3) 

 
where 𝑥)*+,!-  is the response for fault-free condition, while 𝑥%!.-/ is for system with actuator 

and sensor faults. Lower value of IAE indicates an improved controller system performance. 
 
4.1 Results and performance evaluation 

 
The conventional PID controller was employed first and followed by APID controller. The results 

for hub angular position control for both conventional PID and APID controller are shown in Figure 4. 
Based on the results, the conventional PDI controller was unable to control the hub angular to its 
desired position under three types of faults. Under the same types of faults, the APID controller was 
executed. The results of APID control approach from Figure 4 shows the desired set-point angular 
position obtained superior performance compared to the responses in the conventional PID 
controller. The evaluation for the control performance in terms of time response and IAE calculation 
are shown in Table 2. Based on the table, the APID obtained 66.67%, 59.57% and 37.5% improvement 
compared to the conventional PID controller when measured using IAE function. It can be observed 
that the APID controller obtained lower IAE values for all types of faults in comparison to the 
conventional PID controller. The responses on the control input for both controllers under all types 
of faults is shown in Figure 5. From all the results, show that the proposed computer-based FTC 
controller using APID approach able to obtain better performance compared to the conventional PID 
controller. Moreover, the proposed controller also able to prove that it can maintain the 
performance even under faulty conditions. 

 
Table 2 
The performance evaluation for the hub angularposition control using IAE 

Experimental work Settling time, 𝑡" 
(s) 

Steady-state 
error, 𝑒"" 

𝐼𝐴𝐸 

PID APID PID APID PID APID 
CASE1 12.15 5.435 0.035 0.028 2.473 0.8241 
CASE 2 10.13 3.395 0.047 0.013 2.694 1.089 
CASE 3 5.75 4.772 0.071 0.036 3.928 2.455 



Semarak Proceedings of Applied Sciences and Engineering Technology 
Volume 1, Issue 1 (2025) 76-83 

 

82 
 

 
Fig. 4. The hub angle position using: (a) PID and (b) APID controllers 

 
Fig. 5. Control input using: a) PID and b) APID controller 

 
5. Conclusions 
 

This paper addresses the strategies to handle the problem with actuator and sensor faults that 
occur simultaneously in a flexible robot manipulator system using a computer-based FTC system. The 
adaptation law in the controller design is able to accommodate faults automatically using DAQ NI-
PCI6221 in Matlab/Simulink software environment with the sampling time of 1 ms. Effective tracking 
control of the hub angular position and faster response time are achieved under variations of faults 
using the proposed control method as compared to the conventional PID controller. The PID gains, 
𝑘', 𝑘(, and 𝑘$  are able to be adaptively tuned under all the cases of fault scenarios in online system. 
Experimental results have demonstrated the effectiveness of the proposed technique where the 
system is able to recover from the fault and achieve tracking performance even while the system is 
still running. This proves that the control approach is applicable with the industrial for better 
instrument measurement and control purpose for industry process control purposes. 
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