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ARTICLE INFO ABSTRACT
Article history: Ports are vital to global trade but face significant environmental challenges, including
Received 3 November 2024 emissions, pollution, and resource inefficiencies. Green port practices (GPPs) aim to

Received in revised form 17 November 2024 address these issues by promoting sustainable operations. This study explores
Accepted 1 December 2024 integrating smart Geographic Information Systems (GIS) applications into green port
Available online 15 December 2024 practices, highlighting its potential to enhance environmental management and
operational efficiency. Smart or innovative GIS combines real-time data from sensors,
artificial intelligence, and advanced analytics to monitor, analyse, and predict
environmental impacts. Key applications include emission tracking, waste
management optimization, renewable energy planning, and biodiversity conservation.
Case studies from leading ports demonstrate the effectiveness of smart GIS in reducing
emissions, improving resource allocation, and aligning with global sustainability goals.
Despite these successes, the adoption of smart GIS in Malaysian ports remains limited,
constrained by high implementation costs, data integration challenges, and a lack of
technical expertise. This research addresses these gaps by proposing a conceptual
framework for integrating smart GIS into green port practices, tailored to the
Malaysian context. The framework emphasizes data integration, spatial analysis,
decision support, stakeholder collaboration, and real-time monitoring. The findings
illustrate how smart GIS can drive sustainable port development by reducing
environmental impacts, enhancing decision-making, and fostering stakeholder

Keywords: collaboration. By adopting these technologies, Malaysian ports can align with
Geographic Information Systems (GIS); international sustainability standards and strengthen their competitiveness. This study
Green Port Practices (GPPs); Malaysian contributes to advancing green port practices by providing actionable insights and a
ports roadmap for integrating smart GIS into port operations in Malaysia.

1. Introduction

Ports are integral components of global trade, facilitating the movement of more than 80% of the
world’s goods, according to the United Nations Conference on Trade and Development [6]. However,
their operations often result in adverse environmental impacts, including greenhouse gas (GHG)
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emissions, water pollution, and solid waste generation [4,8]. The shipping industry, for instance,
accounts for approximately 2.89% of global CO2 emissions [7], a statistic that underscores its
contribution to climate change. As global awareness of sustainability issues grows, ports are
increasingly held accountable for their environmental footprints. Major international frameworks,
such as the International Maritime Organization’s (IMO) greenhouse gas reduction strategies and the
United Nations Sustainable Development Goals (SDGs), have set ambitious targets for sustainable
development.

Malaysian ports, including Port Klang, Johor Port, and Penang Port, play a critical role in the
country’s economic growth and connectivity but face mounting pressure to align with these global
sustainability benchmarks. Environmental challenges such as marine pollution, excessive fuel
consumption, and inefficient waste management systems present significant hurdles. To address
these issues, GPPs have been introduced as a transformative framework to reduce environmental
degradation while enhancing operational efficiency. Mishra et al., [12] state that these practices
encompass initiatives like adopting cleaner energy technologies, real-time emissions monitoring
systems, and integrated waste management strategies.

A critical enabler of GPPs is smart GIS, a technology that integrates GIS with emerging innovations
like the Internet of Things (loT), Artificial Intelligence (Al), and Big Data analytics. Smart GIS allows
ports to collect, analyse, and visualise environmental and operational data in real-time, enabling
predictive analytics and data-driven decision-making. Meanwhile, Van der Kroft et al, [20]
discovered that the Port of Singapore has successfully implemented GIS-enabled predictive models
to optimise vessel traffic management, resulting in a 20% reduction in operational emissions.
Similarly, European ports have leveraged Smart GIS to track energy consumption and manage marine
pollution more effectively [24]. Despite these global advancements, the adoption of Smart GIS in
Malaysian ports is still nascent, with limited applications and a need for comprehensive frameworks
for integrating such technologies into port operations [9].

Although global ports have demonstrated the potential of Smart GIS in achieving sustainable port
management, Malaysian ports need to catch up in its adoption and implementation. Existing studies
have priority focused on technical evaluations or isolated case studies but have yet to explore a
holistic framework for applying Smart GIS to Green Port Practices within the Malaysian ports. For
example, regarding on Supardi et al., [17], The integration of spatial within a GIS database provides
a powerful framework for managing marine water pollution in Port Klang. This method enables the
simultaneous consideration of diverse datasets, including pollution sources, water quality metrics,
coastal features, and land-use patterns, to better understand the interactions between human
activities and marine environments.

By identifying patterns and assessing the impact of management strategies, GIS analysis forms
the foundation for evidence-based decision-making in marine water quality management. The
findings highlight the importance of ongoing monitoring, pollution control measures, regulatory
enforcement, and responsible waste management [17].

There is also a need for more research examining the operational, environmental, and economic
benefits of Smart GIS for Malaysian ports. Moreover, current practices in Malaysian ports often rely
on traditional methods that need more real-time monitoring and predictive capabilities, limiting their
ability to address sustainability challenges proactively [25].

This study addresses a critical gap by proposing a comprehensive framework for integrating Smart
GIS into Green Port Practices, specifically tailored to the Malaysian port ecosystem. While existing
research has explored green port practices and the implementation of GIS in port management, there
is a limited focus on integrating Smart GIS technologies specifically tailored to enhancing
sustainability efforts within Malaysian seaports. Moreover, previous studies may not have
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comprehensively addressed how Smart GIS can support key green port initiatives such as energy
efficiency, waste management, pollution control, and real-time monitoring of environmental
parameters. This study aims to bridge these gaps by proposing a conceptual framework that links
Smart GIS capabilities with green port practices, emphasizing the unique challenges and
opportunities in the Malaysian context. By doing so, the research contributes to a deeper
understanding of how advanced GIS applications can optimize port operations while supporting
global sustainability goals. This focus on the underexplored intersection of Smart GIS and green port
practices underscores the novelty and relevance of the study.

The research holds significant value in advancing the country’s sustainability agenda by
demonstrating how Smart GIS can optimise resource usage, reduce environmental impacts, and align
with international sustainability standards. Additionally, the findings of this study can serve as a
model for other developing countries facing similar challenges in achieving sustainable port
operations.The primary objective of this research is to evaluate the potential of Smart GIS in
enhancing the sustainability of Green Port Practices in Malaysian ports. It seeks to develop an
integrated framework that combines Smart GIS with environmental and operational parameters,
enabling data-driven solutions for mitigating environmental impacts and improving efficiency.

2. Literature Review
2.1 Evolution of Green Port Practices (GPPs)

Over the years, GPPs have evolved from reactive environmental measures to proactive,
integrated strategies for long-term sustainability in port operations. Wang et al., [21] found that early
implementations of GPPs centred around compliance-driven initiatives such as reducing air pollution
through the adoption of low-sulphur fuels and implementing waste management systems. However,
as the shipping industry faced increasing scrutiny for its environmental footprint, particularly its
greenhouse gas (GHG) emissions, ports worldwide began adopting more comprehensive and
innovative practices. Today, GPPs encompass renewable energy integration, emissions monitoring,
waste reduction, biodiversity conservation, and digital transformation through emerging
technologies such as GIS and Al. These practices align closely with global frameworks like the
International Maritime Organization’s (IMO) sustainability goals and the United Nations Sustainable
Development Goals (SDGs) [27]

Globally, ports have leveraged diverse strategies to address unique environmental challenges.
For example, the Port of Rotterdam has pioneered emissions monitoring and control by
implementing shore-to-ship power systems, which allow docked vessels to switch off their engines
and use onshore electricity instead. This reduces carbon emissions and mitigates noise and air
pollution in the surrounding areas. The port further utilises GIS to monitor real-time emissions,
identifying high-pollution zones and enabling targeted interventions. Over five years, this approach
has led to a 25% reduction in nitrogen oxide (NOx) emissions, demonstrating the potential of data-
driven solutions to achieve significant environmental outcomes [22].

Similarly, the Port of Los Angeles has embraced renewable energy integration by installing
extensive solar panel systems. Vagen et al., [18] agreed that GIS played a critical role in determining
optimal installation sites to maximise energy generation while minimising costs. This initiative has
resulted in a 15% reduction in reliance on non-renewable energy sources, making the port a global
leader in renewable energy adoption. In the realm of biodiversity conservation, Johor Port in
Malaysia conducted a GIS-based Environmental Impact Assessment (EIA) to assess the ecological
effects of dredging activities on nearby mangrove ecosystems. Research by Kaur et al., [10] stated
that by mapping and analysing habitat data, the port implemented conservation measures that
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preserved critical ecosystems, highlighting the role of GIS in balancing economic development with
environmental protection.

2.2 Smart GIS: Definition and Capabilities

GIS represents a revolutionary advancement in spatial technology by integrating traditional GIS
capabilities with cutting-edge technologies such as loT, Al, and Big Data analytics. Unlike traditional
GIS, which primarily focuses on static spatial data, Smart GIS enables dynamic, real-time analysis and
decision-making. It achieves this by incorporating live data streams from IoT sensors and applying
predictive analytics powered by Al algorithms. For instance, loT sensors installed on port equipment,
such as cranes and cargo-handling machinery, can transmit real-time data on fuel consumption and
emissions. When analysed using GIS, this data helps identify inefficiencies and recommends
optimisation strategies to enhance operational sustainability [5].

The capabilities of Smart GIS are transformative for port management. Real-time monitoring
allows ports to track critical environmental parameters such as emissions, energy usage, and waste
generation. For example, loT-enabled GIS systems can monitor air quality across port terminals,
enabling immediate corrective actions in high-pollution areas. Powered by Al, predictive analysis uses
historical and real-time data to forecast future trends, such as peak emission periods or energy
demand surges, allowing ports to implement pre-emptive measures. Additionally, GIS dashboards
provide intuitive data visualisations, simplifying the interpretation of complex datasets and aiding
decision-makers in communicating insights to stakeholders effectively. These capabilities position
Smart GIS as a cornerstone technology for advancing green port initiatives [13].

2.3 Applications of Smart GIS in GPPs

Smart GIS has become a cornerstone technology in advancing the effectiveness of GPPs by
integrating advanced data collection, analysis, and visualisation to address critical environmental
challenges in port operations.

One notable application is emission monitoring and reduction, where ports such as Rotterdam
and Los Angeles have leveraged GIS-enabled systems to track emissions from vessels, trucks, and
cargo-handling equipment. The Port of Rotterdam employs GIS to pinpoint high-pollution zones,
enabling strategic investments in cleaner technologies, such as electric cranes, hybrid vehicles, and
shore power systems. These technologies allow docked ships to rely on onshore electricity rather
than burning fuel, resulting in a marked reduction in carbon emissions and improved air quality in
the surrounding region. Over the past five years, such efforts have led to a 25% reduction in nitrogen
oxide (NOx) emissions and have positioned Rotterdam as a leader in sustainable port practices [3].
Similarly, the Port of Los Angeles has adopted GIS-integrated emission tracking tools to measure and
manage carbon footprints, ensuring compliance with California’s stringent air quality standards.

In the domain of waste management, GIS plays a pivotal role in identifying waste generation
hotspots within port terminals. This capability enables ports to optimise the placement of recycling
and disposal facilities, reducing operational inefficiencies and environmental impacts. For instance,
Port Klang in Malaysia could adopt similar systems to enhance its waste segregation efforts, aligning
with Malaysia's national waste management strategies. By integrating GIS data with waste
management plans, ports can improve recycling rates and minimise the disposal of hazardous
materials, contributing to cleaner port environments [1].

Renewable energy optimisation represents another critical application of Smart GIS in green port
initiatives. The Port of Singapore, for example, uses GIS to determine the most suitable locations for
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solar panel installations, factoring in parameters such as sunlight exposure, shading, and land use.
This data-driven approach has enabled the port to reduce energy costs by 20% while significantly
increasing its reliance on renewable energy sources. Additionally, GIS models assist in predicting
energy production levels under varying weather conditions, ensuring that renewable energy systems
meet operational demands without interruption [24].

Smart GIS also plays a vital role in marine biodiversity conservation, particularly in ports where
dredging and construction activities pose a risk to ecosystems. At Johor Port, GIS-based habitat
mapping was used during an Environmental Impact Assessment (EIA) to analyse the ecological
implications of dredging activities on sensitive mangrove habitats. The port implemented targeted
conservation strategies by identifying high-risk areas, such as creating buffer zones and restoring
damaged ecosystems. These measures have preserved critical biodiversity while allowing the port to
proceed with necessary development projects, demonstrating how GIS can balance ecological
sustainability with economic growth [6].

Integrating Smart GIS into these diverse applications showcases its transformative potential in
addressing environmental challenges in the maritime industry. By enabling real-time data
monitoring, predictive analytics, and informed decision-making, Smart GIS empowers ports to
enhance their sustainability efforts, reduce operational costs, and achieve compliance with global
environmental standards. These advancements not only strengthen ports' environmental
performance but also position them as key players in achieving global sustainability objectives.

2.4 The Challenges and Limitations Encountered in Implementing Smart GIS Technologies

One of the fundamental challenges in implementing Smart GIS is the need for robust
infrastructure, including digital networks, modernized GIS hardware, and cutting-edge software. For
example, studies on Chinese ports, such as Shanghai and Guangzhou, reveal that transitioning from
traditional port management systems to Smart GIS requires significant investments in upgrading
legacy systems [23]. These ports had to enhance their internet connectivity, deploy loT-enabled
sensors, and establish data processing centres to handle the high volume of geospatial data.
However, such infrastructure upgrades are often financially prohibitive for ports in developing
countries. Similarly, in African seaports, a lack of reliable electricity and internet access further
hampers Smart GIS implementation, highlighting the disparity between well-resourced and less-
resourced regions [13]. These examples emphasize the critical need for assessing and addressing
infrastructure gaps before deploying Smart GIS solutions.

Data integration poses another significant challenge. Smart GIS relies on data from multiple
sources, such as satellite imagery, sensors, shipping databases, and environmental monitoring
systems. These data streams often come in varying formats and standards, making it difficult to
achieve interoperability. For instance, at the Port of Rotterdam—one of the most technologically
advanced ports—early attempts to integrate Smart GIS faced delays due to incompatible legacy
systems. The port overcame this challenge by developing a centralized data platform that
harmonized diverse data inputs, but this required years of collaboration among technology providers
and port authorities [27]. On the other hand, smaller ports often lack the resources to undertake
such extensive integration efforts, which can limit the functionality and scalability of Smart GIS
applications.

In the Malaysian context, studies could explore whether existing port systems are ready for such
integration or whether additional frameworks and protocols are needed to standardize data
collection and sharing. A lack of standardized data can reduce the effectiveness of GIS analytics,
especially in real-time applications such as pollution tracking or vessel scheduling [17]. Successful
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Smart GIS implementation depends heavily on the involvement and collaboration of all stakeholders,
including port operators, government agencies, private companies, and local communities.
Resistance to change among stakeholders is a common issue, especially when there is limited
understanding of Smart GIS's benefits. For example, a study on Indian ports found that many port
operators were hesitant to adopt Smart GIS due to a lack of training and concerns about job
displacement caused by automation. Additionally, government agencies were slow to align
regulatory frameworks with new technologies, delaying progress [15].

In developed ports such as Singapore, stakeholder engagement has been managed more
effectively through awareness campaigns, training programs, and incentives. For instance, the
Maritime and Port Authority of Singapore provided grants for companies adopting GIS-enabled
solutions and organized workshops to demonstrate the value of these systems in achieving
sustainability and operational efficiency [16]. This proactive approach highlights the importance of
stakeholder buy-in, particularly in building trust and ensuring smooth transitions.

The literature review highlights the significant advancements in GPPs and the transformative role
of Smart GIS in addressing environmental challenges in port operations. Despite these developments,
several gaps must be addressed through the proposed conceptual framework. While ports like
Rotterdam, Los Angeles, and Singapore have effectively employed GIS for emissions monitoring,
waste management, and renewable energy optimisation, integrating these practices often needs a
unified and dynamic system to manage real-time data across multiple dimensions.

Current GIS applications focus on specific areas, such as emissions or energy use, and need to
fully leverage their potential for holistic decision-making and stakeholder engagement. Furthermore,
the absence of a standardised approach to incorporating biodiversity conservation into port
operations suggests an opportunity for more comprehensive environmental assessments using GIS.

The proposed conceptual framework for smart GIS in GPPs effectively addresses the gaps
identified in the literature review. While the literature demonstrates significant progress in
leveraging GIS for emissions monitoring, waste management, renewable energy integration, and
biodiversity conservation, these applications are often fragmented and need a cohesive system for
real-time data integration, analysis, and decision-making. Additionally, these environmental
initiatives need to be more aligned with effective stakeholder engagement and comprehensive
decision-support mechanisms.

The proposed conceptual framework resolves these issues by integrating a Data Integration Layer
to consolidate diverse datasets, Spatial Analysis to provide in-depth environmental insights, and
Interactive Dashboards to facilitate real-time monitoring and visualisation. Moreover, including a
Decision Support System enables predictive and data-driven decision-making, while the Stakeholder
Engagement Platform fosters stakeholder collaboration and transparency. Together, these
components create a unified and dynamic system that addresses the limitations of current practices,
enabling ports to adopt a holistic, technology-driven approach to sustainability and achieve greater
alignment with global sustainability goals.

3. Conceptual Framework for Smart GIS in GPPs

Integrating Smart GIS into GPPs requires a robust conceptual framework incorporating advanced
technologies, real-time data analytics, and stakeholder collaboration. This framework can be broken
into five essential components, each critical to achieving environmental sustainability while
maintaining operational efficiency.

Figure 1 presents a Conceptual Framework for Smart GIS in GPPs, highlighting the integration of
critical components to enhance sustainability and operational efficiency. At its core is the Data
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Integration Layer, which consolidates and harmonises data from various sources, serving as the
foundation for other elements. The framework incorporates Interactive Dashboards to visually
present data, enabling intuitive analysis and real-time monitoring. It also features a Decision Support
System that aids in strategic planning and informed decision-making. Additionally, Spatial Analysis
leverages geospatial data to provide in-depth insights into environmental and operational aspects.
Lastly, the Stakeholder Engagement Platform fosters stakeholder collaboration and communication,
ensuring inclusive participation in green port initiatives. This holistic approach aims to optimise green
port practices through technology-driven solutions.

Interactive
Dashboards
Data Decision
Integration Support
Layer System
"~/ ConcepTUAL e
FRAMEWORK
FOR SMART
GIS IN GPPS
/ Stakeholder
Spatial Engagement
Analysis Platform

Fig. 1. A Proposed Conceptual Framework for Smart GIS in GPPs

The Data Integration Layer forms the backbone of the framework by aggregating data from
multiple sources, including loT sensors, satellite imagery, and operational databases. This centralised
repository enables ports to collect and harmonise vast amounts of real-time data on emissions,
energy usage, and waste generation. For instance, IoT sensors installed on port equipment can
monitor fuel consumption, while satellite imagery can provide insights into land use changes and
environmental impacts. The Port of Singapore has successfully implemented a data integration layer
that consolidates data from its smart monitoring systems, enabling seamless information flow and
real-time updates on environmental performance [15].

Spatial Analysis and Modelling leverages GIS tools to examine spatial patterns and trends in
emissions, energy consumption, and waste management. By applying Al algorithms, ports can predict
future trends and identify areas requiring immediate intervention. For example, the Port of
Rotterdam uses predictive modelling to forecast emission hotspots based on historical data, allowing
targeted investments in cleaner technologies. Similarly, advanced spatial analysis at the Port of Los
Angeles has optimised cargo-handling equipment placement, reducing fuel consumption and
emissions while improving operational efficiency [14].

The Interactive Dashboards component translates complex data into intuitive visualisations,
providing real-time insights into key sustainability performance indicators (KPls). These dashboards
allow stakeholders to monitor metrics such as carbon emissions, renewable energy use, and waste
recycling rates. The Port of Antwerp has adopted GlIS-enabled dashboards that offer dynamic
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visualisations of its energy efficiency and carbon footprint, empowering decision-makers to act
swiftly on sustainability goals [18].

A Decision Support System (DSS) enhances strategic decision-making by simulating various
scenarios and evaluating their potential impacts. For instance, GIS-based DSS tools can assess the
environmental consequences of proposed infrastructure projects, such as new berths or dredging
operations. Johor Port in Malaysia has utilised a GIS-integrated DSS to evaluate the ecological impact
of its expansion plans, enabling the port to strike a balance between development and environmental
preservation. These simulations mitigate risks and provide a clear roadmap for implementing
sustainable practices [26].

Finally, the Stakeholder Engagement Platform fosters collaboration among port authorities,
regulatory bodies, and local communities. Ma et al., [11] agreed that by presenting GIS visualizations
in an accessible format, this platform ensures transparency and facilitates dialogue among
stakeholders. For example, the Port of Los Angeles has implemented a public GIS portal that provides
detailed maps of its air quality initiatives, enabling community members to track progress and offer
feedback. Such initiatives enhance stakeholder trust and encourage collective action toward
sustainability.

This conceptual framework for Smart GIS in GPPs exemplifies how advanced technologies can
transform port environmental management. By integrating data-driven insights, predictive
modelling, and collaborative platforms, ports can effectively address environmental challenges,
enhance operational performance, and align with global sustainability objectives. This holistic
approach not only supports environmental conservation but also strengthens ports' economic and
social resilience in the face of evolving regulatory and market demands.

4, Discussion

Integrating Smart GIS in GPPs offers transformative potential for environmental sustainability,
operational efficiency, and stakeholder collaboration. This discussion delves into the benefits,
challenges, and global best practices, offering insights into how ports can leverage these technologies
to achieve sustainable development goals.

One of the primary benefits of adopting Smart GIS is its ability to enable real-time monitoring of
environmental metrics, such as emissions, energy consumption, and waste generation. Based on Ali
et al., [2] using loT sensors and satellite imagery, ports can continuously track environmental
performance and make immediate adjustments. For instance, the Port of Rotterdam has
implemented GlIS-enabled emission monitoring systems that provide real-time data on nitrogen
oxide (NOx) and sulphur dioxide (SO2) levels, enabling the port to proactively reduce its pollution
hotspots by 25% over five years. Similarly, the Port of Los Angeles uses GIS to track energy use and
carbon footprints across its operations, facilitating a shift toward renewable energy solutions that
have reduced greenhouse gas emissions by 15%.

Data-driven decision-making is another critical advantage, as Smart GIS integrates predictive
analytics and scenario modelling. These tools allow port authorities to evaluate proposed actions'
environmental and economic impacts, such as expanding port facilities or introducing electric cargo-
handling equipment. For example, the Port of Antwerp leverages GIS-based decision support systems
(DSS) to simulate the outcomes of various energy strategies, ultimately achieving a 20% reduction in
operational energy costs by optimising solar panel placements [20]

This data-centric approach ensures that decisions are aligned with sustainability goals and
economically viable.
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In addition, Smart GIS facilitates enhanced stakeholder engagement by providing accessible
visualisations of complex spatial data. Stakeholders, including local communities, regulatory
agencies, and private operators, can interact with GIS dashboards to better understand ongoing
initiatives and contribute to decision-making processes. For example, the Port of Los Angeles has
developed a public GIS portal that displays air quality metrics, enabling community members to
monitor progress and hold the port accountable for its sustainability targets [2]. This transparency
builds trust and fosters collaboration, crucial for long-term success in Green Port Practices.

However, the adoption of Smart GIS in ports faces several significant challenges that can impede
its implementation, particularly in developing regions such as Malaysia. High implementation costs
remain one of the primary barriers, especially for smaller ports operating under constrained budgets
[15]. The initial investment in loT infrastructure, GIS software, and skilled personnel can be
substantial. For instance, setting up a comprehensive Smart GIS platform requires deploying
advanced loT sensors across port facilities to monitor parameters such as emissions, energy use, and
waste generation. Ports like Northport and Westport in Malaysia could address this financial
challenge by exploring public-private partnerships (PPPs), where private technology providers
collaborate with port authorities to share costs and benefits. Additionally, government grants or
subsidies targeted at green initiatives could help alleviate the financial burden on port operators. For
example, Singapore’s Green Port Programme provides financial incentives to ports adopting
sustainable technologies, setting a precedent that Malaysia could follow.

Another key challenge is data integration. Ports deal with diverse and often incompatible
datasets, including environmental monitoring, cargo handling, and vessel traffic data. This lack of
standardization can create bottlenecks in the effective use of Smart GIS [26]. Developing robust data
governance frameworks is essential to address this issue. These frameworks should include
standardized data collection protocols, centralized data repositories, and interoperability standards
to ensure seamless integration of data from multiple sources. For example, the Port of Rotterdam
has implemented a centralized data platform that integrates real-time data from various sensors,
enabling efficient decision-making and enhanced operational performance [22]. Malaysian ports
could adopt similar centralized systems to streamline data integration and improve the utility of
Smart GIS.

Apart from that, the shortage of skilled personnel with expertise in GIS, loT, and data analytics is
another significant hurdle. Designing, managing, and analyzing Smart GIS systems require specialized
knowledge that is currently lacking in many ports [26]. To overcome this challenge, Malaysian ports
need to invest in workforce development programs. Collaborations with academic institutions could
play a vital role in bridging the skills gap. For instance, Singapore’s Maritime and Port Authority (MPA)
has partnered with universities to create specialized training courses in innovative port technologies
[16]. These programs encourage students with practical skills in GIS and data analytics, ensuring a
steady pipeline of professionals ready to support Smart GIS implementation. Malaysian ports could
emulate this approach by working with local universities to develop tailored training modules that
focus on the specific needs of the port industry. Additionally, offering competitive salaries and clear
career progression opportunities can help attract and retain talent in this specialized field.

In addition, operational resistance to change is also a challenge, as the adoption of Smart GIS
often requires a shift in established workflows and practices [15]. Employees accustomed to
traditional methods may resist adopting new technologies due to a lack of understanding or fear of
redundancy. This resistance can be mitigated through targeted awareness campaigns and training
programs that emphasize the benefits of Smart GIS for operational efficiency and environmental
sustainability. For example, the Port of Los Angeles conducted extensive employee engagement
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sessions before implementing its GIS-based emissions tracking system, ensuring buy-in from all
stakeholders [11].

Lastly, cybersecurity concerns arise as Smart GIS systems involve the transmission of sensitive
data over digital platforms. Ports must safeguard their systems against cyber threats, which could
compromise operational integrity [13]. Establishing robust cybersecurity measures, such as
encrypted data transmission, regular system audits, and employee training on cybersecurity best
practices, is critical. The Port of Singapore has successfully implemented a multi-layered
cybersecurity framework to protect its digital infrastructure, serving as a model for other ports [16].

Global best practices from leading ports such as Rotterdam and Los Angeles provide a roadmap
for overcoming these challenges. For instance, Rotterdam’s phased approach to implementing Smart
GIS—starting with pilot projects and gradually scaling up—has demonstrated how ports can manage
costs and complexity while achieving tangible results. Similarly, Los Angeles’s emphasis on
community engagement through public GIS portals has underscored the importance of stakeholder
trust in driving sustainability initiatives [19].

Adopting these lessons could position Malaysian ports as leaders in sustainable port management
within the ASEAN region. By leveraging Smart GIS, they can balance economic growth and
environmental preservation, aligning with global trends in green port development while addressing
local challenges. Strategic investments in technology, workforce development, and collaborative
frameworks will be essential to unlocking the full potential of Smart GIS in achieving long-term
sustainability goals.

5. Conclusion

In conclusion, Smart GIS is more than a technological innovation; it is a strategic enabler of
sustainable port management. Adopting Smart GIS offers a dual benefit for Malaysian ports: aligning
with global sustainability standards and enhancing competitiveness in the international maritime
industry. By leveraging Smart GIS, Malaysian ports can position themselves as regional leaders in
green port practices, demonstrating that economic growth and environmental conservation are not
mutually exclusive but mutually reinforcing. Moving forward, a commitment to integrating Smart GIS
into port operations will be essential for achieving long-term sustainability goals and securing a
competitive edge in global shipping to become greener.
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