Semarak International Journal of Islamic Studies and Culture 6, Issue 1 (2025) 31-37

SEMARAK ILMU
PUBL,\SH\N_Cv:

102103268166(003316878-7)

e

Semarak International Journal of Islamic s oo

AND CULTURE

Studies and Culture —

Journal homepage: ’ Y
https://semarakilmu.my/index.php/sijisc/index [/ ¢

ISSN: 3036-020X L)

Enhancing Integrity among Academicians in Social Media: Exploring
Challenges and Management Strategies in the Realm of Digital Era

Nadiah Ramlan®*, Mohamad Hafizuddin Mohamed Najid2, Norsyamlina Che Abdul Rahim3, Amzari

Abu Bakar?

A woN e

Faculty of Quranic and Sunnah Studies, Universiti Sains Islam Malaysia

Islamic Science Institute, Faculty of Quranic and Sunnah Studies, Universiti Sains Islam Malaysia

Faculty of Hospitality, Tourism and Wellness, Universiti Malaysia Kelantan, Malaysia

Faculty of Information Science, College of Computing, Informatics and Media, Universiti Teknologi MARA, Shah Alam, Selangor, Malaysia

ARTICLE INFO

ABSTRACT

Article history:

Received 28 March 2025

Received in revised form 17 April 2025
Accepted 15 June 2025

Available online 30 June 2025

Keywords:
Academic integrity; social media; digital
ethics; professionalism; higher education

The rapid evolution of social media in the digital era has transformed the way
academicians communicate, collaborate, and disseminate knowledge. While
offering unprecedented opportunities for academic engagement, social media also
presents significant challenges to maintaining academic integrity. Issues such as
misinformation, plagiarism, breaches of confidentiality, and unprofessional
behavior have become increasingly prevalent, blurring the lines between personal
expression and professional responsibility. This paper explores the multifaceted
challenges faced by academicians in upholding integrity on social media platforms,
particularly in managing ethical boundaries, professionalism, and institutional
expectations. Adopting a qualitative approach through a comprehensive literature
review, this study identifies key risks and proposes practical management
strategies that institutions can adopt to safeguard academic credibility. The
findings suggest that the implementation of clear institutional policies, the
promotion of digital ethics, and the cultivation of a culture of accountability are
critical to enhancing integrity among academicians online. The study also
recommends incorporating digital ethics education into academic training to
prepare future scholars for responsible digital engagement. Ultimately, the paper
contributes to ongoing discourse on ethical academic practices in the digital realm
and offers actionable insights for higher education institutions.

1. Introduction

Social media platforms such as Twitter (now X), Facebook, LinkedIn, and Academia.edu have
become indispensable tools for modern academicians, enabling rapid communication, scholarly
collaboration, professional networking, and public engagement. These platforms provide
unprecedented access to global audiences and allow academics to disseminate research findings,
share educational content, and build professional visibility [14,28]. However, this openness also
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raises critical concerns related to academic integrity, as the digital environment often lacks the
rigorous peer-review and editorial oversight that typically govern traditional scholarly outputs.

The blurred boundaries between personal expression and professional responsibilities on social
media can compromise ethical standards, with risks including misinformation, unverified claims,
self-plagiarism, and breaches of confidentiality [7]. As academicians increasingly engage in digital
platforms, questions arise regarding the standards of professionalism, authenticity, and
accountability in their online conduct [9].

The digital transformation of education and research also intensifies these concerns. While
digital technologies have enhanced access to information and fostered collaborative knowledge-
building, they have simultaneously introduced new vulnerabilities. These include academic
misconduct such as plagiarism, contract cheating, data fabrication, and more recently, Al-generated
text manipulation [6,16]. The misuse of Artificial Intelligence tools, including automated writing
generators and deep fake data, further challenges the authenticity of scholarly work and calls for
institutional safeguards to preserve academic credibility.

In parallel, misinformation and disinformation spread rapidly across social media platforms,
with minimal fact-checking mechanisms in place. Academicians, often perceived as trusted voices,
must critically assess the veracity of shared content and model responsible digital citizenship.
According to Pennycook and Rand [23], users with higher analytical thinking skills are less likely to
share false information, highlighting the need for digital literacy and critical thinking among
academics.

Moreover, the shift toward online learning during the COVID-19 pandemic brought about a
surge in academic dishonesty. Studies indicate an increase in collaborative cheating, impersonation,
and the use of unauthorized online resources, leaving many higher education institutions
unprepared to respond effectively [6]. Without well-defined institutional frameworks, such
behavior threatens the integrity of online assessments and learning environments.

To address these issues, higher education institutions must implement robust policies and
foster a culture of digital ethics. Clear guidelines on professional conduct in social media,
continuous ethics training, and the integration of academic integrity principles into institutional
practices are essential [4]. Equipping academicians with the knowledge and strategies to navigate
ethical dilemmas online is a shared responsibility between individuals and institutions.

This paper seeks to explore the complexity of maintaining integrity among academicians in the
digital age by addressing the following research questions:

1. What ethical challenges do academicians face when engaging with social media?

2. How can academic institutions help foster a culture of integrity in social media use among

scholars?

3. What strategies can be implemented at the individual level to promote responsible and

ethical social media engagement by academicians?

By examining these questions through the lens of academic ethics, digital professionalism, and
social media governance, this study aims to contribute to the development of a more resilient,
responsible, and ethical academic ecosystem in the digital era.

2. Problem Statement
In the era of digital connectivity, social media has become an influential platform for
academicians to disseminate knowledge, engage with the public, and build scholarly networks.

However, this shift toward open digital engagement presents complex ethical dilemmas that
challenge traditional notions of academic integrity. Increasingly, incidents of misinformation,
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misrepresentation of findings, breaches of confidentiality, and unprofessional conduct among
scholars on social media have raised alarm within the academic community. The blurred boundaries
between personal and professional expression can lead to the erosion of public trust, especially
when academic credentials are used to promote personal opinions or unverified claims.

Despite the growing use of social media in academic communication, many institutions lack
clear policies, ethical guidelines, and training frameworks to support responsible digital conduct.
The rapid evolution of Al tools and content-sharing technologies further complicates the ability to
detect unethical practices, such as plagiarism, data fabrication, or contract cheating, in online
environments. This lack of institutional preparedness has made it difficult to regulate and guide
academicians in maintaining integrity on social media platforms.

Therefore, there is an urgent need to explore the ethical challenges faced by academicians on
social media, and to develop effective management strategies and institutional frameworks that
uphold academic integrity in the digital age. Understanding these challenges is essential for
fostering a culture of accountability, professionalism, and ethical scholarship in online spaces.

2. Literature Review

A growing body of literature has examined various dimensions of academic integrity and the
impact of social media on higher education. However, limited studies have directly explored the
intersection between academic integrity and social media use among academicians. Greenhow and
Lewin [12] highlight ethical risks associated with the use of digital platforms, including the spread of
misinformation and the blurring of personal and professional boundaries. While social media offers
new avenues for scholarly visibility and engagement, it also exposes scholars to reputational risks
when ethical standards are not maintained.

Kogan [15] discusses how social media is reshaping academic publishing practices, particularly in
terms of accelerating the dissemination of research findings and increasing public access. However,
without proper ethical safeguards, this openness can lead to premature sharing of unreviewed
findings, misinterpretation of data, or intellectual property violations. Tufekci [26] calls for the
development of clear and discipline-sensitive guidelines to regulate scholarly conduct on digital
platforms, advocating for proactive measures to protect academic credibility online.

Recent studies have also noted the rapid and unfiltered dissemination of content on social
media, which can result in the proliferation of misleading or inaccurate information. Fairizal [11]
emphasizes how the absence of proper fact-checking mechanisms contributes to the spread of
disinformation, posing a serious challenge to digital credibility and public trust in academic voices.

With the increased integration of Al tools into education and research, concerns surrounding
academic dishonesty are also rising. Cotton et al., [8] highlights how Al can facilitate new forms of
misconduct, such as automated plagiarism, fabrication of data, and ghost writing, thus demanding
more robust strategies to uphold academic honesty in digital learning spaces.

Ethical concerns related to privacy and data protection are also central in discussions on social
media use. Mao [18] points out that users—including academicians—often share personal and
professional information online without a full understanding of how their data is collected, stored,
or monetized by social media platforms. This raises urgent questions about consent, digital
surveillance, and the long-term implications of one's digital footprint in academic contexts.
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3. Key Concepts and Theoretical Frameworks

To better understand the ethical challenges faced by academicians on social media, this study
draws upon the following key frameworks:

1. Academic Integrity

Refers to adherence to ethical principles in academic work, including honesty, fairness,
transparency, and responsibility [17]. Academic integrity is foundational to scholarly credibility and
must be upheld even in informal digital spaces.

2. Digital Ethics

Focuses on the moral implications of behaviour in digital environments. As social media is
inherently digital, digital ethics addresses issues such as data privacy, misinformation, and online
professionalism [10].

3. Boundary Theory

Explores how individuals manage the boundaries between different domains of life—
particularly personal and professional spheres [22]. This theory is useful for understanding how
academicians navigate role conflict on platforms where both personal opinions and professional
identities are publicly visible.

4. Garis Panduan Nilai dan Etika Penggunaan Media Sosial KPM (2023)

This Malaysian guideline by the Ministry of Education emphasizes responsible and ethical social
media use, particularly the avoidance of misinformation, personal attacks, and actions that may
harm institutional reputation. It serves as a local contextual framework for digital ethics in
academia.

4. Proposed Strategies for Enhancing Integrity

To effectively address the ethical challenges faced by academicians in the realm of social media,
a multifaceted and proactive approach is required. The following strategies are proposed to
enhance academic integrity and promote responsible digital engagement:

1. Institutional Guidelines and Policies

Universities and higher education institutions should develop clear, comprehensive, and
enforceable social media policies that outline expected standards of conduct for faculty members,
researchers, and students. These policies must address critical areas such as intellectual property
rights, academic plagiarism, research transparency, and professional representation online [2].
Policy frameworks should also define boundaries between personal and institutional opinions,
thereby safeguarding institutional reputation.
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2. Digital Literacy and Ethics Training

Institutions should implement digital literacy and ethics training programs as part of academic
development. These programs should focus on equipping academicians with the knowledge and
skills to responsibly navigate online spaces. Emphasis should be placed on issues such as
responsible data sharing, citation ethics, transparency in communication, and the respectful use of
digital platforms [25]. Such training not only strengthens individual accountability but also fosters a
culture of collective responsibility within academic environments.

3. Promoting Critical Thinking in Digital Engagement

Academicians must be encouraged to apply critical thinking and self-reflection when engaging
with or sharing content on social media. This includes verifying the accuracy and credibility of
information, reflecting on potential ethical implications, and avoiding the dissemination of
unverified or misleading content. Peer-review mechanisms, even in informal online academic
communities, can serve as a safeguard to uphold scholarly standards [1].

4. Fostering Transparent Communication

Transparency is essential in building and maintaining public trust in academic contributions.
Academicians should be forthcoming about their institutional affiliations, funding sources, research
methodologies, and potential conflicts of interest when sharing academic content online [21]. This
openness enhances credibility, enables informed public engagement, and strengthens
accountability within academic discourse.

In addition, institutions should develop targeted initiatives to enhance digital literacy among
lecturers and early-career academics, particularly in relation to ethical content creation and
information evaluation. Raising awareness about academic integrity and responsible digital conduct
is vital to cultivating a culture of honesty, professionalism, and integrity in the academic
community.

Furthermore, effective policies and regulations play a pivotal role in upholding integrity
standards. Institutions must ensure that these policies are well-communicated, consistently
applied, and supported by mechanisms for enforcement and redress. Drawing from best practices
across various educational systems, clear expectations and defined consequences for violations are
essential to fostering ethical behavior and deterring misconduct in the digital space.

5. Conclusion

As social media continues to embed itself into the fabric of academic communication,
maintaining academic integrity within these digital spaces has become not only essential but
urgent. While social media platforms offer immense opportunities for knowledge sharing,
networking, and scholarly visibility, they also present complex ethical challenges—ranging from the
dissemination of misinformation to breaches of professional conduct. This paper has proposed a set
of strategies to address these challenges, emphasizing the importance of institutional support,
digital literacy, critical thinking, and transparent communication. By implementing clear policies,
promoting ethical training, and fostering a culture of accountability, academic institutions can help
safeguard integrity and uphold scholarly values in online environments. Equally important is the
role of individual academicians in self-regulating their digital behaviour, critically evaluating the
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content they share, and upholding the standards of professionalism regardless of platform. As new
forms of media evolve and academic discourse becomes increasingly public, ongoing ethical
reflection and adaptive strategies are required to navigate the shifting boundaries between
personal expression and professional responsibility. Social media platforms themselves must also
find a balance between protecting freedom of expression and curbing the spread of harmful or
misleading content, without falling into the trap of over-censorship. This tension underscores the
need for continued scholarly engagement with questions of digital ethics, policy-making, and
platform accountability. Ultimately, cultivating a digitally responsible academic culture where
integrity is preserved across both traditional and virtual domains will be crucial to maintaining
public trust and the credibility of academia in the digital era.
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