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This paper aims to improve efficiency in terms of processing time of color image 
encryption and decryption using the chaotic Lorenz 3D and Chen 3D systems. 
Encrypting and decrypting high-resolution color images pose a challenge due to long 
execution times. To address this issue, we integrate the Huffman compression 
technique with the chaotic Lorenz 3D and Chen 3D systems. By compressing the image 
prior to the encryption process, the proposed scheme significantly reduces image size, 
leading to acceleration of the encryption and decryption running times. On top of that, 
Huffman compression also enhances security by generating more random patterns. 
Experimental results demonstrate that the proposed approach effectively reduces 
processing time, contributing to a more secure and efficient cryptographic system.  
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1. Introduction 
 

In today's interconnected world, cryptography is essential for protecting sensitive data, including 
personal, financial, and governmental secrets. Notably, it plays a crucial role in securing personal 
information such as emails, online transactions, and financial records. Cryptography is a scientific 
discipline that can provide security goals such as confidentiality, integrity, authentication, non-
repudiation, and data integrity. To provide confidentiality, the original information in its plain form 
is being transformed into an incomprehensible form through an encryption process. To recover the 
original information, a decryption process is required to invert the encryption process. Both 
encryption and decryption processes require public and private keys respectively, where both keys 
are mathematically related to each other. Only a correct private key could recover the original 
information from its encrypted form [1]. 

Digital data, including text, images, audio, and video, requires protection in terms of 
confidentiality. Image encryption has become particularly critical due to the vast amount of image 
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data transmitted and stored digitally. For instance, Sprott B's hyperchaotic map is employed for 
greyscale image encryption in [2], while [3] utilizes Arnold's cat map and the Henon map for the 
encryption of color images. However, substantial execution time becomes a significant challenge in 
practice. This limitation hinders the feasibility of real-time image encryption in applications 
demanding rapid processing [4]. Despite the existence of various image encryption schemes, security 
received overwhelming attention compared to efficiency. Achieving both security and efficiency is 
crucial for better adoption in real-life applications. 

In [5], a new approach to encrypting color images is introduced, utilizing the chaotic Lorenz map 
and the 3D chaotic Chen system, accompanied by sophisticated algorithms and appealing security 
attributes. Nonetheless, the method suffers from inefficiency, which limits its widespread 
application, particularly in devices with constrained environments. Evidently, a balance between 
security and efficiency is essential for the broader acceptance of any cryptographic algorithms, 
including those used for image encryption. To address the highlighted issue, we proposed an 
integration of Huffman compression technique in color image encryption and decryption processes 
using the chaotic Lorenz map and the chaotic 3-dimensional Chen system. The ultimate aim is to 
enhance the efficiency level in terms of processing time of the system by integrating a compression 
technique without compromising the security aspect of the proposed scheme. 

 
2. Literature Review 
2.1 Lorenz Map  

 
The Lorenz map is a famous dynamic system that exhibits chaotic behavior [6]. In the study by 

Wang et al., [7], an algorithm for color image encryption was proposed, which combines two complex 
chaotic systems, namely the complex Lorenz system and the complex Chen system. This method aims 
to enhance security and further expand the key space for color image encryption compared to 
existing methods. The encryption process is divided into three main steps. First, pixel scrambling 
involves scrambling the pixels of the original image through a process of two-dimensional and one-
dimensional transformations in the RGB channels individually. This process helps to confuse the 
position of pixels in each channel. Second, the XOR operation is used to hide pixel information, where 
a sequence of pseudorandom numbers generated by a complex chaotic system is used to perform 
the XOR operation in each image channel. Finally, a process called "Chaotic Ponytail" involves mixing 
the RGB channels using a sequence of pseudorandom numbers generated by a complex chaotic 
system. This step breaks the boundaries between RGB channels, making it difficult to decrypt the 
image by starting with one channel and moving to another. 

Fu et al., [8] proposed an encryption method for color images involves symmetric cipher images 
with a diffusion scrambling architecture. This method aims to enhance the security of image 
encryption against known or chosen plaintext attacks by using a key stream generation mechanism 
related to the plaintext. The encryption process begins with image scrambling (permutation) using a 
discrete Baker map to scramble the image, which helps eliminate strong correlations between 
adjacent pixels. This step rearranges the pixel positions to obscure the relationship between the 
original image and the ciphered image. Next, the regular text diffusion where the Lorenz system, with 
its more complex dynamic properties and multiple variables, is used at this stage. The variables of 
the Lorenz system are selected according to the original pixels, or it can be said that the flow keys 
used in the diffusion are not only determined by the keys but also by the original image itself. 
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2.2 Rӧssler Map 
 
The Rӧssler system is a 3-dimensional nonlinear system first introduced by Otto Rӧssler in 1976. 

It is a continuous-time dynamic system that exhibits chaotic behavior for certain parameter values 
[9]. Cao and Fu [10] proposed an encryption scheme based on the Rӧssler chaotic system to enhance 
the security and performance of image encryption compared to methods based on conventional 
simple chaotic systems. The most important aspects of the proposed method include the analysis of 
the balance properties and time sequence correlation generated by the Rӧssler system, the 
introduction of a preprocessing scheme to further enhance the statistical properties of the key 
stream, the combination of three initial parameters of the Rӧssler system as a single key to increase 
the key space under limited precision conditions, and the implementation of position permutation 
and gray scale substitution to a single pixel in a single iteration operation which subsequently 
increases encryption speed and creates a system resistant to adaptive parameter alignment attacks 
caused by complex 3D structures. 

In [11], Hamza et al., further enhance the security of image encryption by combining the RC4 
algorithm with the Rӧssler chaotic system. This method focuses on enhancing resistance against 
various attacks. For example, statistical attacks while improving the difficulty of the decrypted image 
and minimizing encryption and decryption time. By influencing the chaotic dynamics of the Rӧssler 
system to generate pseudorandom values for encryption, this approach aims to enhance security and 
ensure high resistance against attacks. 

 
2.3 Chen System 

 
The Chen system is a chaotic dynamic system introduced to study the behavior of nonlinear 

systems [12]. The Chen system is also one of the Lorenz-style systems, meaning it shares some 
equations with the famous Lorenz system but also has unique characteristics that make it a special 
subject of study in the field of chaotic theory. Fu et al., [13] proposed a new fast color image 
encryption scheme using the chaotic Chen system to generate key streams for permutation and 
substitution to encrypt color images. This method aims to enhance computational efficiency and 
security by integrating both processes and reducing the number of iterations required. 

 
2.4 Chua’s Circuit 

 
The Chua system is a nonlinear circuit that exhibits chaotic behavior. It is the first chaotic circuit 

to be physically constructed and proven through laboratory experiments, computer simulations, and 
rigorous mathematical proofs [9]. Arpacı et al., [14] proposed a new encryption and decryption 
method to enhance the security of color images using a modified Chua's circuit. This process involves 
a combination of diffusion and permutation stages, with key generation using the SHA-256 algorithm 
and a regular image. The security of this algorithm is enhanced by its resistance to plaintext attacks 
and its ability to reduce correlation through the mixing of the three-color components of the image. 
Ye et al., [15] proposed an encryption algorithm based on the multi-scroll Chua chaotic system, which 
offers greater complexity compared to classical discrete systems. The method by Ye et al., includes 
three steps, namely Arnold Cat transformation for pixel scrambling, zigzag transformation for further 
scrambling, and a random diffusion algorithm based on the multi-scroll chaotic system to determine 
pixel values. This approach aims to minimize the correlation between adjacent pixels and enhance 
the algorithm's resistance to decryption. 
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2.5 Lossless Compression 
 
Lossless compression techniques consist of Huffman coding, run-length encoding (RLC), and 

Shannon-Fano coding [16]. Not only that, Arithmetic coding, bit-plane coding, and dictionary 
techniques are also examples of lossless compression techniques [17,18]. Pai et al., [19] proposed 
that the compression technique using two lossless coding technologies, Huffman and Lempel-Ziv-
Welch (LZW), for image compression. The image is compressed using Huffman coding in the first 
stage, which generates a Huffman tree and produces Huffman code words. 

The study conducted by Sharma [20] focused on data transmission and multimedia compression 
and considered this issue as compression encoding and transmission to generate a model 
transmission with a low bit rate, which relies on the Huffman coding algorithm. The proposed 
technique balances 0 and 1 bits by measuring the probability of discrepancies present in the 
traditional Huffman tree. Furthermore, the proposed method is also adapted with a transitional tree 
at the same compression ratio. Jassim and Qassim in [21] presented an ideal technique for image 
compression known as the five-module method (FMM). In that technique, each pixel value in the 8x8 
block is multiplied by five for each RGB array. After that, the values are divided by five to obtain a 
new bit length value for each pixel, which is approximately less in storage space compared to the 
actual value of 8 bits. Their results also show that the efficiency of the image compression method 
depends on FMM. The advantage of their technique is that it allows for a high Peak-Signal-to-Noise-
Ratio (PSNR) even with a low compression ratio. This technique is suitable for bit levels such as black 
and white medical images, where the pixels in the image are represented by one byte (8 bits). 

 
2.6 Efficiency of Image Encryption Scheme 

 
In addition to ensuring security, an encryption scheme must also demonstrate adequate 

efficiency regarding computational and storage capacity costs. High-quality image processing often 
incurs significant expenses due to the large file sizes of the images. Consequently, there has been 
considerable attention in literature focused on enhancing the efficiency of image encryption 
algorithms. Studies in [22] and [23] present analytical tools for evaluating both the efficiency and 
security of image encryption schemes. In [24], the authors adopt a hardware-based approach to 
enhance an image encryption algorithm by implementing a parallel computing system. Following the 
same methodology, a new hardware-oriented contrast enhancement algorithm suitable for effective 
hardware design is introduced in [25]. Additionally, [26] details the proposal of an image 
encryption/decryption algorithm along with its VLSI architecture. Improving efficiency of the image 
encryption scheme is another aspect of research that requires the same level of attention as security 
improvement research. In addition to the hardware approach, alternative methods can be explored 
to achieve varying effects. One promising innovative approach involves incorporating a data 
compression algorithm into the image encryption scheme, as suggested in this study. 
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3. Methodology 
3.1 Lorenz Map Differential Equation 

 
The differential equations for the chaotic Lorenz map that will be implemented are as follows: 

 
𝑑𝑥

𝑑𝑡
= 10(𝑦 − 𝑥)  (1) 

 
𝑑𝑥

𝑑𝑡
= 28𝑥 − 𝑦 − 𝑥𝑧  (2) 

 
𝑑𝑥

𝑑𝑡
= 𝑥𝑦 −

8

3
𝑧  (3) 

 
where 𝑥, 𝑦, 𝑧 ∈ ℝ are variables, while 𝜎, 𝜌, 𝛽 ∈ ℝ are constants, specifically 𝜎 = 10, 𝜌 = 28, and 𝛽 = 
8/3, which determine the specific behaviour of the system, and 𝑑𝑡 represents an infinitesimal change 
in time [18]. 

 
3.2 Chen System Differential Equation 

 
The differential equation of the chaotic 3-dimensional Chen system is described as follows: 

 
𝑑𝑥

𝑑𝑡
= 𝑎(𝑦 − 𝑥)  (4) 

 
𝑑𝑥

𝑑𝑡
= −𝑥𝑧 − (𝑐 − 𝑎)𝑥 + 𝑐𝑦  (5) 

 
𝑑𝑥

𝑑𝑡
= 𝑥𝑦 − 𝑏𝑧  (6) 

 
where 𝑥, 𝑦, 𝑧 ∈ ℝ represent the state variables of the system while 𝑎, 𝑏, 𝑐 ∈ ℝ are the system's fixed 
positive parameters, namely 𝑎 = 35, 𝑏 = 3, and 𝑐 = 28 [19]. 

 
3.3 Huffman Compression Algorithm 

 
The Huffman compression technique serves as the first layer before the chaotic Lorenz and chaotic 

Chen encryption methods. Efficiency can be improved by reducing the size of the image data, thereby 
making the encryption process faster. This technique can also enhance security. With an additional 
complex layer on the data, the compressed data is more difficult to analyse. 

As can be seen in Figure 1, the compression process in encoding starts by calculating the 
frequency of each pixel value in the flattened image data into a 1D form. The frequency is used to 
build the min-heap structure. Next, the node with the lowest frequency will be combined to form 
the Huffman tree. From the Huffman tree, a unique Huffman code will be assigned to each pixel 
value. The pixel data of the image will then be converted into binary code using Huffman coding. 
Additional bits are added so that the length of the data is a multiple of 8, then the binary data is 
converted to byte format. Finally, the compressed data is produced and stored, and the Huffman tree 
is also stored for the decompression process. 
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Fig. 1. Huffman compression process 

 
3.4 Encryption Algorithm Design 

 
The process of image encryption is the process of transforming the original image into an 

encrypted image to prevent it from being understood by third parties. As can be seen in Figure 2(a), 
the method of color image encryption begins with uploading a color image and separating it into 
three color components. Next, the Huffman compression process will be performed on each color 
component to reduce the data size. After that, the encryption keys are generated using ECC and two 
sets of chaotic sequences are generated from the Lorenz map and Chen map using the specified initial 
parameters. The permutation process is carried out on the compressed image using the chaotic 
sequence as the image encryption step. After the encryption process is complete, the encrypted 
image is stored. 
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(a) Image encryption process (b) Image decryption process 

Fig. 2. The proposed image encryption and decryption processes 
 

3.5 Decryption Algorithm Design 
 
The process of image decryption is the process of transforming an encrypted image back into its 

original image using the appropriate key. As can be seen in Figure 2(b), the process of decrypting a 
color image begins with uploading the encrypted image stored during the encryption process, then 
each RGB component is aligned using the same chaotic sequence used during encryption, but this 
time for the decryption process. Next, the decryption key generated through ECC is used to obtain 
the required chaotic sequence. After that, the aligned image is permuted again using the 
corresponding chaotic sequence to restore the original pixel values in each color component. The 
restored image is saved in its original uncompressed state. 

 
4. Results and Discussions 

 
This section will discuss the results and discussion of the improved system, consisting of output 

images, time comparison analysis using existing scheme and the methods of this study, and PSNR 
analysis. The images used in this study consist of PNG and JPG file format, with the same dimensions 
of 512 x 512. Figure 3 shows the list of colored sample images used throughout this study. 
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Fig. 3. Sample images for experimental purposes 

 
After encryption is performed, the original image will become an unreadable cipher image to 

third parties. The image produced during the decryption process will also remain in the dimensions 
of 512 x 512. The purpose of the cipher image is to maintain the confidentiality of a message to be 
sent only to certain parties. Figure 4 shows the cipher image produced for each sample images. 

 

       
       

       
Fig. 4. Plain color images with the corresponding cipher images 

 
4.1 Time Comparison Analysis 

 
During encryption and decryption, the time will be recorded to test the efficiency of the proposed 

algorithms, namely the Lorenz chaotic map and the Chen chaotic map. The efficiency of the algorithm 
can be proven when the time taken for the encryption and decryption processes is shorter compared 
to existing algorithms. This section will discuss the comparison of efficiency levels in terms of 
execution time between the existing method and the method proposed in this study to achieve 
efficient time. Both methods are techniques that use the 3D Lorenz chaotic map and the 3D Chen 
chaotic system for the encryption and decryption process of colored images. However, what 
distinguishes the two methods is that the Huffman compression technique has already been 
integrated into the proposed method, which aims to test the efficiency level in terms of execution 
time. Table 1 shows the difference in execution time between the existing method and the proposed 
method in the encryption and decryption processes and Figure 5 shows the comparison charts 
between encryption and decryption performances of the existing scheme and the proposed scheme 
respectively. Obviously, the execution times for both processes have been significantly reduced. 
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Table 1  
Comparison of encryption and decryption processes time between the existing scheme and the proposed 
scheme 

Sample Image 
Encryption process time (seconds) Decryption process time (seconds) 

Existing scheme Proposed scheme Existing scheme Proposed scheme 

Lenna 4.5313 1.8839 3.7659 1.9349 
Baboon 4.5200 1.7492 3.7994 1.9793 
Peppers 4.4366 1.6355 3.7661 1.7741 
Barbara 4.4570 1.7363 3.8622 1.7488 
Goldhill 4.4562 1.7060 3.8425 1.7456 
Airplane 4.7694 1.6093 3.9078 1.7620 
Zelda 4.4347 1.5862 3.7379 1.7586 

 

 
Fig. 5. Comparison charts between encryption and decryption performances of the existing scheme 
and the proposed scheme respectively 

 
4.2 Peak-Signal to Noise-Ratio Analysis 
 

Peak-Signal to Noise-Ratio Analysis (PSNR) is an important metric used to assess the quality of 
image recovery in the process of encoding and decoding color images. It quantitatively measures how 
well the decrypted image retains detail and quality compared to the original image. PSNR is important 
in assessing the accuracy of the decrypted image compared to the original value. A higher PSNR value 
indicates minimal loss of information and a closer resemblance to the original image, reflecting better 
image recovery. This metric is sensitive to any degradation or loss of detail that may occur during the 
encryption and decryption process. In the context of color images, PSNR is calculated with the 
average PSNR value involving the calculation of Mean Squared Error (MSE) between the 
corresponding pixels of the original image (I) and the decrypted image (K), followed by logarithmic 
scaling to emphasize differences in higher signal levels: 
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𝑀𝑆𝐸 =
1

𝑚𝑛
∑ ∑ (𝐼(𝑖, 𝑗) − 𝐾(𝑖, 𝑗))

2𝑛=1
𝑗=0

𝑚−1
𝑖=0   (7) 

 
where 𝑚, 𝑛 ∈ ℤ+ are the dimensions of the image, and 𝐼(𝑖, 𝑗) and 𝐾(𝑖, 𝑗) represent the intensity 
values of the original image and the decrypted image. The PSNR value is calculated using the formula: 
 

𝑃𝑆𝑁𝑅 = 20 ⋅ log (
255

𝑀𝑆𝐸
)  (8) 

 
Table 2 shows the PSNR values for the cipher image and the decrypted image. During the 

encryption process, the pixel values of the cipher image will be compared with the pixel values of the 
encrypted image. This is to test the effectiveness of the process. Next, in the decryption process, the 
pixel values of the image to be compared are between the decrypted image and the cipher image. 
The goal is to test the accuracy of the decrypted image recovery. The PSNR value is measured to 
ensure that the image recovery process is running well by minimizing information loss.  

 
Table 2  
PSNR values of the encryption and decryption processes 

Sample Image 
PSNR values (dB) 

Encryption Decryption 

Lenna 8.6387 41.5473 
Baboon 9.0031 35.0463 
Peppers 8.1462 42.1787 
Barbara 8.8868 39.7603 
Goldhill 8.2842 41.8449 
Airplane 8.0144 39.7960 
Zelda 8.6084 44.7505 

 
The higher the PSNR value, the more accurately the decrypted image matches the original image. 

Based on the table above, the PSNR value during the encryption process shows a value of less than 
10dB, indicating poor image quality and significant degradation compared to the original image. 
Therefore, the encrypted image cannot be understood by third parties. However, during the 
decryption process, the PSNR value shows a higher value of 35-40 dB and above. The value of 30-40 
dB proves that the quality of the restored image is good, where the decrypted image is almost 
identical to the original image with minimal distortion. Meanwhile, a PSNR value exceeding 40dB 
indicates very good image recovery where the decrypted image is very similar, and any distortion is 
not visible to the naked eye. 

 
4.3 Security Analysis 

 
In this study, we aim to enhance the performance of the color image encryption scheme that 

employs the chaotic Lorenz map and the 3D chaotic Chen system, as presented in [5]. This 
improvement is accomplished by incorporating the Huffman compression technique into the scheme 
without significantly modifying its algorithm. Consequently, the security of the scheme can be 
preserved while adding performance benefits introduced through this study. A comprehensive 
security analysis of the scheme can be found in [5]. These include differential attack analysis, 
information entropy analysis, and correlation coefficient analysis. 
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5. Conclusions 
 

This study has successfully achieved the goal of improving the efficiency of the encryption and 
decryption processes of color images using the Chaotic Lorenz 3D and Chaotic Chen 3D systems. 
Through the integration of Huffman compression techniques, this study demonstrates a significant 
reduction in execution time, where the encryption process becomes faster without compromising the 
quality of the encrypted image. High PSNR values prove that the decrypted images maintain good 
visual quality. Additionally, the enhancement of security through random patterns in the encryption 
process provides extra protection against potential threats. Thus, the results of this study indicate that 
a chaotic- based approach, combined with compression techniques, is a potential solution for 
enhancing efficiency and security in image cryptography. 
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