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ARTICLE INFO ABSTRACT

Article history: A continuous and reliable supply of electric power is crucial for power grid consumers.
Received 12 August 2025 However, power grids face a growing threat from cyberattacks targeting their stability
Received in revised form 13 January 2026 and causing widespread disruption. This paper proposes a novel Two-Stage Intelligent
Accepted 12 February 2026 Voltage Stability (TIVS) attack model. The TIVS model takes advantage of the

Available online 14 April 2026 knowledge of attackers of vulnerabilities of the power grid. It manipulates a variable

within the Voltage Stability Index (VSI) calculation. This manipulation aims to maximize
disruption to the stability of the grid while minimizing the chance of detection. The
model employs a two-stage approach. In the first stage, the attacker selects the
amount of manipulation. The second stage, informed by the first, allows the grid to
operate for cost optimization while keeping the manipulated variable fixed.
Interestingly, information from this stage feeds back into the first stage, potentially
aiding further manipulation by the attacker. The effectiveness of the TIVS model is
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IEEE 24-bus test system with interconnected microgrids. The TIVS attack causes a
Power systems; Cyber security; considerable increase in the cost of power grid, demonstrating its superior disruptive
Microgrid; Voltage stability capabilities.

1. Introduction

Ensuring a reliable and secure flow of electric power to consumers is the fundamental goal of the
power systems [1]. To achieve this, there has been significant interest in examining the stability
conditions of power grids, especially regarding voltage stability. Recently, research on voltage
stability and voltage collapse has drawn more attention from researchers. This surge in research is
driven by their role in triggering major blackouts, as seen in events like those that occurred in Italy,
India, and the Philippines [2].

A power system is considered voltage unstable if it cannot maintain acceptable voltage levels at
all buses within the grid, both under normal conditions and after disruptions [3]. Voltage instability
can lead to a cascading series of events, which force the protective relays to trip components of the
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grid. This can result in load shedding or even widespread blackouts [4]. Considering the significant
risks posed by voltage instability, cyber attackers prioritize exploiting this vulnerability to disrupt the
power systems. The rise of information and communication technologies (ICT) has revolutionized
power systems. These systems have become more efficient through the implementation of
computer-based control and monitoring. While the integration of advanced technologies has offered
impactful advantages, it has also introduced new vulnerabilities to the power system [5].

The integrity of communications, control, and energy management systems is increasingly
vulnerable to cyberattacks, which can have destructive consequences. Over the past few years, the
modeling and impact analysis of various types of cyber-attacks have been investigated in literature.
Xu et al., [6] show the analysis of the dynamic and static effect of cyber-attacks on the power system
in three key areas: economic dispatch, state estimation, and control systems. The impact of False
Data Injection (FDI) attacks on reliable operations for power systems is illustrated by Liu et al., [7].
Xiang et al., [8] present a bilevel Load Redistribution (LR) attack model based on operational
responsiveness. Ding et al., [9] illustrated a new hybrid cyber-attack against the heating and electrical
systems of IES. Gu et al., [10] suggested a hybrid model incorporating both sides of the attacker and
operator. The researchers examine a coordinated cyber-attack on both heat and power grids. They
analyzed the potential risks and devastating consequences of this attack. Liang, Gaoqi et al., [11]
reviewed the impact of incorrect data on modern electronic systems. Building on this, Y. Mo et al.,
explored how FDI attacks can manipulate energy exchange within the power grid [12]. F. Pasqualetti
et al.,, in [13] provide a comprehensive review of FDI attacks, highlighting the potential for these
attacks to lead to poor decision-making in grid operation if left undetected. Finally, O. Kosut et al.,
[14] examined cyberattacks that aim to manipulate meter readings through smart devices.

Based on open literature, there is a critical need for an intelligent model that comprehensively
investigates the effects of cyber-attacks targeting voltage stability in power grids. To achieve more
realistic results, this model not only simulates the behavior of the grid under attack but also
incorporates models of the attacker's goals and the decision-making processes of the operator of the
power grid. By modeling these attacker motivations and operator responses, the intelligent model
can provide a richer understanding of potential vulnerabilities and evaluate the impact of
cyberattacks on the power grid with greater accuracy.

1.1 Motivation and Aims

Power system voltage instability poses considerable risks to grid reliability and security. This
paper is motivated by the need to address these risks by proposing a new cyber-attack model that
leverages voltage stability vulnerabilities. Traditional cyber-attack models are susceptible to two
main drawbacks. Some are easily detectable due to obvious alterations to systems. Conversely,
others, due to their limited modifications, cannot cause significant damage. This work aims to
develop a more sophisticated approach that exploits the attacker's knowledge of the power grid to
launch intelligent attacks.

This paper has two primary aims: 1) Develop a Two-Stage Intelligent Voltage Stability Index Attack
Model (TIVS), where this model will incorporate intelligence by considering both attacker goals and
power grid operational behavior. 2) Optimize the TIVS Model, where the model will be designed to
maximize the objective function of the attacker, which considers both maximizing the negative
impact on the grid and minimizing the chance of detection.
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2. Methodology

In this section, the formulation of the models and grid under study are addressed
comprehensively to obtain the results. These results will be analyzed to verify the effectiveness of
the proposed approach.

1.2 Proposed Power Grid Model

To analyze the effectiveness of proposed cyber-attack models, a model of the power grid itself is
essential. This paper investigates the formulation of the power grid model with consideration of some
technical and operation constraints to make the scenario close to a real one. The analysis is applied
to a specific 24-bus IEEE test system, which included connected microgrids via a transformer on bus
6 as shown in Figure 1.
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Fig. 1. 24-bus IEEE test system

Given the primary objective of evaluating a proposed attack model, this research employs a
linearized power flow approach to simplify the complexity of the power grid problem [15]. The active
and reactive power flowing through the lines are represented by Eqgs. (1) and (2). By incorporating
Egs. (3), (4), and (5), can derive Egs. (6) and (7). Further simplification leads to Egs. (8) and (9).

Ry =Vin8 ~ ViV (8,608, +b,sind,, ) (1)
Qw)z (at)(b +b,0)+V,, V., (b,cosd,, —g,sind,,) (2)
cosd,, ~1 (3)
s1n5(a T (4)
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Egs. (10) and (11) set the maximum and minimum power output allowed for the generators
within the power grid. Additionally, Eqs. (12) to (15) address different limitations: maintaining a
balance between the amount of active and reactive power flowing through the grid (Eqs. 12-13). and
staying within the capacity limits of the transmission lines (Eqs. 14-15).
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Egs. (16) and (17) define the acceptable ranges for voltage levels and bus angles within the power
grid, which are crucial for maintaining voltage stability.

AV M < AV, < AV M (16)

(i,t) —

oM < Oany S <sM (17)

Eq. (18) captures the total cost associated with operating the power grid. This cost
incorporates several factors, such as fuel and maintenance costs for power generation (generator
production costs), the costs incurred when power plants are activated or deactivated (entering and
exiting costs), and the penalty associated with unmet electricity demand (Expected Energy Not
Served (EENS)). The generator production costs for each power plant are calculated using a non-
linear quadratic equation [16]. The following Equation details the calculation of the EENS cost, which
considers the amount of active power that might be shed due to insufficient supply (Eq. 19).

num_gen T 18
Cost=[ D, D Cost(P])+Ci" +CP-4"1+ ENS _cost (18)

(i.,1)
i=1 t=1

num _buss Shedin (19)
ENS _cost=Mx[ > ZP(”) <]

i=1 t=1
2.2 Attack Model

For a cyber attacker targeting a power system, success is measured by two key factors:
maximizing disruption and minimizing costs. In other words, attackers achieve this mission by
exploiting vulnerabilities and targeting weak points in the system while keeping their attack methods
as cost-effective as possible while remaining undetected. As discussed earlier, the voltage stability of
a power system becomes an attractive target for attackers because it represents a significant
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vulnerability. In a power grid, voltage stability monitoring indexes are a cornerstone technique for
assessing the condition of a power system. These indexes are designed to increase or decrease critical
values as the system approaches instability. Several well-established voltage stability monitoring
indexes exist which include the Fast Voltage Stability Index (FVSI) [17], Line stability [18], and Voltage
Stability Index (VSI). VSI provides a trusted method for monitoring voltage stability within power
systems [19]. As shown in Eq. (20), the VSI calculation considers the power injected into a specific
bus within the grid as the main factor that affects the value of VSI. This value typically ranges between
0 and 1, providing a clear interpretation: a value closer to 0 indicates a stable system, while a value
approaching 1 suggests a risk of voltage collapse.

2x S, xX.(1+sino,,,)) (20)
_ i "2 (i)
VSI = ! 2 d
(i)

As mentioned in Eq. (12), Power injection into a bus can be obtained from different sources
such as energy generators, grid lines, and connected microgrids power exchange. All these sources
influence the voltage stability of the bus. Any malicious change in these values can lead to a
significant change in VSl and cause it to increase value to critical value 1. In the proposed cyber-attack
model, the attacker aims to manipulate the power grid by maximizing a VSI. This manipulation relies
on influencing a variable within the system while minimizing any detectable changes to avoid getting
caught. As previously discussed, the VSI can be manipulated by three methods. Notably, microgrid
devices emerge as a more critical vulnerability compared to other power grid components due to
their easier accessibility for attackers [20]. Leveraging this vulnerability, this paper focuses on
manipulating which affects the VSI calculation to achieve our objectives. The two-stage attack model
can be formulated by employing Eqgs. (21) to (24), where both the operational behavior of the power
grid and the attacker's objectives are taken into account when formulating the model.

First Stage
Objective function: Maximizing Eq. (20) (21)
Subject to:
—ﬂX])(%();*TmnS SAP(?’ttt;zck Sﬁxp(g?iﬂans (22)
Second stage
Objective function: Minimizing Eqgs. (18) (23)
Subject to:
Egs. (10)-(17) (24)

This two-stage intelligence VSI (TIVS) attack model framework aims to achieve maximum
disruption (high VSI) while remaining undetected (minimal ) in the first stage. This aligns with the
goal of the attacker. In the second stage, the manipulated value is fixed, allowing the power grid to
be operated for cost optimization, which is the operator of the grid's typical objective. Interestingly,
the information from the second stage feeds back into the first stage, informing VSI calculations and
potentially enabling manipulation by the attacker.

3. Results

To evaluate the effectiveness and impact of the proposed TIVS attack model, a case study on
the standard 24-bus IEEE test system is presented, which incorporates interconnected microgrids.
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The first stage of the TIVS model calculation leverages Particle Swarm Optimization (PSO)
implemented within MATLAB 2023a. The specific parameters used for the PSO algorithm are detailed
in Table. 1. The second stage, which simulates power grid operation, is calculated using GAMS
software.

Table 1
PSO Hyperparameter
Tuning parameters value
Inertia Weight (w) 0.9t00.1
Cognitive Learning Coefficient (c1) 2
Social Learning Coefficient (c2) 2
Number of particles (swarm size) 15
Maximum velocity: 0.25%x fx E%?*Tmm
Maximum number of iterations 70

Figures 2 and 3 depict the results of the Optimal Power Flow (OPF) analysis conducted on the
test power grid. It illustrates the normal operating values of some decision variables and the power
grid total cost for the case study. It can be seen that some of the generators at certain hours are
uncommitted due to their high operating cost and the load can be supplied by other sources.
Microgrids and the main grid are able to exchange power. They can buy power during peak demand
or outages, and sell excess renewable energy back when prices are high. This creates a dynamic local
energy market driven by real-time electricity prices [18].
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Figure 3 depicts the optimal magnitude of the Time-Varying TIVS attack over 24 hours. It is
noteworthy that due to the model's intelligent design, the attacker strategically chooses not to
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launch attacks during certain hours. This implies that the potential cost incurred by the attacker
would not justify an attack at those specific times. In essence, the proposed TIVS attack model
identifies critical junctures where manipulating microgrid power exchange can significantly increase
costs for the power grid operator. These strategic moments are the ones chosen for launching the
attack.
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To assess the effectiveness of the proposed TIVS attack model on power grid performance,
Figure 4 compares the results with a traditional FDI attack targeting the microgrid power exchange
variable [21]. Itillustrates the power grid VSl incurred over 24 hours under these two attack scenarios
and normal conditions. The TIVS attack caused an 18.93% increase in VSI compared to normal
conditions. This increase is 8.93% greater than that observed with a traditional FDI attack (10.00%
increase).
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Fig. 4. TIVS attack Vs traditional FDI attack
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4. Conclusions

This study investigated the potential impact of a novel TIVS attack model on power grid
performance. Our research brings to light the following novel findings: 1) Two-stage attack strategy:
The proposed TIVS attack model leverages a two-stage approach. In the first stage, the attacker
strategically manipulates a within the VSI calculation to maximize disruption while minimizing
detection. The second stage fixes the manipulated and allows the grid to operate for cost
optimization. Interestingly, information from this stage feeds back into the first stage, which could
potentially aid in first-stage manipulation. 2) Intelligent attack timing: The TIVS model considers the
cost-benefit of attacker analysis. The model strategically chooses not to launch attacks during certain
hours when the potential cost would not justify an attack. The validation results with a traditional
attack demonstrated the effectiveness of the TIVS model. The case study on the IEEE 24-bus test
system with interconnected microgrids showcased the impact of the TIVS attack on power grid costs.
The results were obtained using PSO for the first-stage calculation in MATLAB and GAMS software
for the second-stage power grid operation simulation. These findings highlight the importance of
considering power grid vulnerabilities and the potential for sophisticated cyber-attacks that exploit
stable conditions. Future work could propose an approach for real-time detection of intelligent
cyberattacks. This approach would explore mitigation strategies to enhance power grid resilience
against such attacks. Additionally, future research could investigate the effect of cyber-attacks from
a microgrid perspective, exploring their potential role in improving grid resilience.
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